ETS| TS 102 918 V1.2.1 (2012-02)

Electronic Signatures and Infrastructures (ESI);
Associated Signature Containers (ASiC)



2 ETSI TS 102 918 V1.2.1 (2012-02)

Reference
RTS/ESI-00121

Keywords
ASIC, e-commerce, electronic signature, security

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

Individual copies of the present document can be downloaded from:
http://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
http://portal.etsi.org/chaircor/ETSI_support.asp

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2012.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/
http://portal.etsi.org/tb/status/status.asp
http://portal.etsi.org/chaircor/ETSI_support.asp

3 ETSI TS 102 918 V1.2.1 (2012-02)

Contents

INtellectual Property RIGNES.... ..ottt bbb renn e 5
0T oo OO 5
(100 [0 1o o OO 5
1 o010 PR 6
2 RS T (= 110 7
2.1 [NL0 g 0T AV SN (= 1 (10 - F 7
2.2 10 (0 0= AV SR LS (= [0 T 7
3 DEfiNitions anNd @DBrEVIALIONS.........cccuiiicieic ettt et e e e s s e e s st e s sabe s s sbeessbesssareesateas 8
31 (DL 1 TR 0] ORI 8
3.2 J N o] o[ (< /L= (0] IR 9
4 Introduction to Associated Signature Containers (iNfFOrMatiVe) .........coecerereerereenesee e 9
4.1 Requirements addressed by Associated Signature CONAINENS .........coueereriererireesese et 9
4.2 Main features of Associated SigNature CONTAINEYS. ........c.eiveieereeeeeeese e eteee e ee e e teeeeseesreesaeesneenseenseens 10
421 BaSIC CONLAINET SETUCLUE........eeiiveiieiieeee e et eeeeette e e sttt e e e st e e e s eaeesesbaeessssbeeesasseesssabesesesbesessseesssassesesansenessnnes 10
422 (001> 1= Y 0= 10
4.3 Compliance with external SPECITICALIONS. .........cceiiieie it na e ee e sraesraesreenreas 11
5 Associated SiIgnature SIMPIE FOINM .......ce ot st re s ne e 11
51 General ReqUIrEMENES TOr ASIC-S ...t b bbb et b et sb e e 11
52 Detailed fFOrMEL FOr ASIC-S.... ..ottt e ettt e e et e e s e e e e s s b eeessasteessasaseessbeeesassbessasssaessssseessabenessanes 11
521 Mediatype THENLITICAIION ......ceiueieeeee et bbb et b e bbb 11
522 CONLENES OF ThE CONMLAINET ... .eeeeieeie ettt e e et e e e e e e s s e e e s eeab e e e sesaneessabasessasbeseseneeassaseeneean 12
5.3 Mime type COMTEIELION CNECK ........eitieieeiece ettt te e sre e s re e teenteesteesaesseesteesseeseensenneennes 13
6 Associated Signature EXENAEd FOrM ......cc.oieiii e et e 13
6.1 General RequIremMent Of ASIC-E........ooe ottt e e et esna e s naesreenneas 14
6.2 Detailed format for ASIC-E With XAAES ...ttt e e s e e e et e e s s eaaae s sebaeesssbeeessanes 14
6.2.1 MediatyPe THENLITICAIION ......ceiuiiieeee ettt b e bbb 14
6.2.2 (0] 01(= 011X 0 ) OX0 g1 v=1] o 1= GHRR TR 14
6.2.3 ASIC-E with XAJES example (infOrMaLiVE) ..........coeiuiirierereres et 15
6.2.4 XAAES USEIN ASIC-E Wit XAES ...ttt e s ettt a e e s sae e e s e s ab e e e s snteeesennneas 15
6.3 Detailed format for ASIC-E with CAJES and Time Stamp TOKENS .......c.coerueierinieeriieeerieeeeseeeseeseeese s 16
6.3.1 VTS o TF= Y oL a T L= o 1N e (o] o 16
6.3.2 (O00] 01 (<01 EY 0 OX0 g1 v=1] 1 16
6.4 Mime type COMTEIBLION CNECK ........ectieieeiece sttt e te e e e s re e teenteesteesaesseesreesteeseensenneennns 18
7 (0001 (0] a0 gl T (=0 = 001 1€ 18
71 ASIC-S CONFOMMIBNCE. ... eeeeeeteie et e et e e e et e e e et e s s et et e s sebetesaaaeassabeeessastesesasaseessasesessasssessassseessseeassassnsesssenas 18
7.1.1 ASIC-S CAAES CONfOrMANCE ClALSE ......eeiiieeeeeeeeie ettt e ettt e e e et s e s eae e s s ebaeessesteessssaeessarseessssrenesanne 18
7.1.2 ASIC-S XAAES CONfOrMAaNCE ClAUSE......eoiiiieieeieieie ettt e e e e e e e ettt s s s eaa e e s sebeeessssbeeessssesssasseessssrenesanses 18
713 ASIC-S Time-stamp token ConformanCe CLAUSE ...........uoeiririeirireere e 19
7.2 ASICE CONTOMMAINCE ...ttt ettt e e ettt e s e e e e s s easeesseteeessaaseessasseessesssessassaeassabeeassnstesesansenas 19
7.2.1 ASIC-E XAJES CONfOrmMAanCE ClAUSE. ........cocueieiiteee ettt eeteee ettt e e e st e s s eaaes s sebaeessesbeessessaesssssbesssasbenesannes 19
7.2.2 ASIC-E CAAES CoNfOrmanCe ClAUSE.........ooouuieeieiiieceiteie e eeeeee e stee e e estes s seaaeessebaeessssbaeessssesssssbesssssesessnnes 19
723 ASIC-E Time-stamp token ConformanCe ClaUSE ..........cccieeieerieeieseeseeseesesee e seesreesseeaeseesseesseesseessens 19
7.2.4 ASIC-E other container ConfOrmManCe ClAUSE ..........oeiiiuiiiiiieie e creee e eetee e eereee e sbeee s eesbe e s sessaesssbeeesssareeessnes 19
Annex A (nor mative): ASIC metadata specification and data naming and referencing ............... 20
y N R |V 1 09T 1Y/ S 20
A2 MIME FEQISITAliONS.....cuiiiecie ettt sttt e e et e st e et e s teeae e besbeeasesbeeaeesbesseetesteeneentesreensenneens 20
A3 ASIC XML SCONEIMA ...eeeeeeee ettt ettt e e e e e ettt e e e e esaaaaeeeeeesssaaasseeeeeessseaaanseeeeeessssasassnreeneeesesaans 21
Y N T OV, =g T == 00 11 | 21

ETSI



4 ETSI TS 102 918 V1.2.1 (2012-02)

A5 XAJESSIONAIUIES CONTENE.......c.eeitiiieiteitieiieseeteeste et etestese e te s e e stesteetesbeese e besseessesbeensesresseeseesesseensesseens 22
A.6  Naming and referencing dataWithin ASIC ..........ooi ittt re e 23
Annex B (informative): Example Application to Specific File Formats..........cccovvevevieneeveseecieenns 24
B.1l EXGMPIES Of ASIC Sttt st et e et s be et et e s ae e ee s re et e steeaa e besreenreeneens 24
B.1.1 PDF document Associated With CAES SIGNEEUNE.........c.ciuiieiriiieiitiieeseee et 24
B.1.2 SiMPIe OCUMENE TIME SLAM ...ttt ettt b et b e et b e et et b e et b et nb e e 24
B.1.3 SIGNAIUIE OF @ ZIP FIlE .. bt e et b e bbbt eb e b 24
B.2 Example of ASIC-E With XAUES ........cco ettt sre s 25
B.3 Example of ASIC-EWIth CAAES ...........coi ettt st ne e ne s 26
Annex C (informative): Container metadata information crossreference.......ccoceevvveececeecieceeennn, 28
Annex D (informative): Bibliograpny ... 29
[ TS 0] YRS 30

ETSI



5 ETSI TS 102 918 V1.2.1 (2012-02)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESl).

Introduction

Electronic commerce is emerging as the future way of doing business between companies across local, wide area and
global networks. Trust in this way of doing businessis essentia for the success and continued devel opment of
electronic commerce. It istherefore important that companies using this electronic means of doing business have
suitable security controls and mechanismsin place to protect their transactions and to ensure trust and confidence with
their business partners. In this respect the electronic signature is an important security component that can be used to
protect information and provide trust in electronic business.

The European Directive on a community framework for Electronic Signatures[i.3] (also denoted as "the Directive" or
the "European Directive" in the rest of the present document) defines an electronic signature as. "datain electronic form
which is attached to or logically associated with other electronic data and which serves as a method of authentication”.

TS 101 733[1] and TS 101 903 [2] define formats for electronic signaturesin line with the Directive. These formats
include modes of use whereby the signature is detached from the data to which it is applied.

The present document specifies the use of container structures for associating either detached CAdES signatures or
detached XAdES signatures or time-stamp tokens, with one or more signed objects to which they apply.

Extending protection for archived document using techniques such as of archive time-stamp following construction of
an ASiC container is not addressed by the current version of the present document.

Protection of data objects outside the container is not in scope and no reference to external data object is allowed.

ETSI
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1 Scope

The present document specifies the use of container structures, to bind together a number of signed objects

(e.g. documents, XML structured data, spreadsheet, multimedia content) with either detached advanced electronic
signatures or time-stamp tokensinto one single digital container based on ZIP [8] and supporting the following
signature and time-stamp token formats:

. CAdES (TS 101 733 [1]);
e  XAdES(TS101903[2]);
o RFC 3161 [3] time-stamp tokens.
NOTE 1: No restriction is placed on the format of time-stamp tokens used within CAJES/XAdES.
Other time-stamp token formats and methods could be considered in future versions of the present document.

A number of application environments use ZIP based container formats to package sets of data objects together with
meta-information. ASiC technical specification is designed to operate with a range of such ZIP based application
environments. Rather than enforcing a single packaging structure ASiC describes how these container formats can be
used to associate advanced electronic signatures with any data objects. In particular, the present documents aim isto
work with implementations of OCF (OEBPS Container Format), ODF (Open Office), UCF or any similarly structured
container format to also comply with one of the modes of use ASIiC. It is a so the aim of the present document to
address use of "virtual dossiers' container formats such as required in some pan-European projects.

. Clause 4 provides a general introduction and background to ASIC.

. Clause 5 describes simple form which can be used for basic use cases where a single data object (e.g. a
document), or a container has to be signed.

. Clause 6 describes extended form for use cases providing much greater flexibility in data objects protected by
an individual signature.

. Clause 7 defines conformance requirements for ASiC implementations.
. Annex A specifies container metadata and referencing rules.
e  Annex B gives examples of the use of the ASIC for particular applications.

New elements are defined in the present document to support additional features such time-stamping and CAdES
signing of multiple content and XAdES parallel signatures that may be used in other contexts.

The present document offers a basic support for TSTs, since it does not currently address:
. the identification of the validation policy to be used for verifying a container that contains the TST;
. the data that contains the certification path and related revocation information to verify the TST.

NOTE 2: In the present version of this document reference to documents outside the container is not allowed and
long term verification of time-stamping and extended forms is out of scope.

ETSI
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2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references
The following referenced documents are necessary for the application of the present document.
[1] ETSI TS 101 733: "Electronic Signatures and Infrastructures (ESl); CM S Advanced Electronic
Signatures (CAdES)".
[2] ETSI TS 101 903: "Electronic Signatures and Infrastructures (ESI); XML Advanced Electronic
Signatures (XAdES)".
[3] IETF RFC 3161: "Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)".
[4 Void.
[5] SO 32000-1: "Document management - Portable document format - Part 1: PDF 1.7".

NOTE: Available at http://www.adobe.com/devnet/acrobat/pdfs/PDF32000 2008.pdf.

[6] Void.
[7] IDPF "OEBPS Container Format (OCF)".
NOTE: Available at http://idpf.org/epub/30/spec/epub30-ocf.html.

El PKWARE ".ZIP Application Note".

NOTE: Available at http://www.pkware.com/support/zip-application-note.

[9] OASIS "Open Document Format for Office Applications (OpenDocument) Version 1.2
Part 3: Packages’, Committee Specification 01.
[1Q] W3C recommendation: "XML Signature Syntax and Processing".
[11] IETF RFC 4288: "Media Type Specifications and Registration Procedures”.
[12] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax”.
[13] ETSI TS 101 861: "Electronic Signatures and Infrastructures (ESI); Time stamping profile".
2.2 Informative references

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] Adobe "Universal Container Format (UCF)".

NOTE: Available at http://livedocs.adobe.com/navigator/9/Navigator SDK9 HTMLHep/
Appx_Packaging.6.1.html.

[i.2] SO 15489-1: "Information and documentation - Records management - Part 1: General".
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[i.3] Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a
Community framework for electronic signatures.
[i.4] OASIS "Guidelinesto Writing Conformance Clauses', 4 September 2007.

NOTE: Available at http://docs.oasis-open.org/templ ates/ TCHandbook/ConformanceGuidelines.html.

[i.5] ETSI Drafting Rules (EDRS).

NOTE: Contained inthe ETSI Directives. http://portal.etsi.org/Directivesshome.asp.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TS 101 733 [1], TS 101 903 [2] and the
following apply:

Conformance Clause: statement of a specification that provides a high-level description of what is required for an
implementation to conform by referring to other parts of the specification for details

NOTE 1: A Conformance Clause references one or more Normative Statements, directly or indirectly, and can refer
to another Conformance Clause.

NOTE 2: Derived from [i.4].

container: file holding data objects with related manifest, metadata and associated signature(s), under a specified
hierarchy

data object: any digital information to which Advanced Electronic Signature(s) and/or time-stamping are applicable
may: means that a course of action is permissible within the limits of the present document
metadata: data describing context, content and structure of data objects and their management over time

NOTE: Refer to SO 15489-1: 2001, definition 3.12 with modifications[i.2].
The present document makes use of certain key words to signify requirements. Below follows their definitions:
recommended: See should.

shall: used to indicate requirements strictly to be followed in order to conform to the present document and from which
no deviation is permitted

NOTE  Useof verba forms shall, shall not and should, conform to ETSI Drafting Rules (EDRS), clause 14a[i.5].

should: means that among several possibilities oneis recommended as particularly suitable, without mentioning or
excluding others, or that a certain course of action is preferred but not necessarily required

NOTE: Implementers may know valid reasonsin particular circumstances to ignore this recommendation, but the
full implications must be understood and carefully weighed before choosing a different course.

ZIP: data object conformant to [8]

ETSI


http://docs.oasis-open.org/templates/TCHandbook/ConformanceGuidelines.html
http://portal.etsi.org/Directives/home.asp

9 ETSI TS 102 918 V1.2.1 (2012-02)

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 1SO 32000-1 [5], TS 101 733 [1] and the following
apply:

AdES Advanced Electronic Signature
ASIC Associated Signature Container
OCF OEBPS Container Format

NOTE: Referto([7].
ODF Open Document Format
NOTE: Referto[9].

OEBPS Open eBook Publication Structure
UCF Universal Container Format

NOTE 1: Referto[i.1].
NOTE 2: Refer to[2].

4 Introduction to Associated Signature Containers
(informative)

4.1 Requirements addressed by Associated Signature
Containers

When signing data, the resultant signature needs to be associated with the data to which it applies. This can be achieved
either by creating a data set which combines the signature and the data that was signed (e.g. by enveloping the data with
the signature or including a signature element in the data set) or placing the (detached) signature in a separate resource
and have some external means for associating the signature with the data to which it applies. While there are some
advantages to the use of detached signatures, most significantly their non-modification of the original data objects, there
remains arisk that the signature becomes separated from the data to which it applies and so losing the association.
Therefore, many application systems have devel oped their own technique for combining a detached signature with the
signed object in some form of container so that they can be more easily distributed and guarantee that the correct
signature and any relevant metadata is used when verifying. The same requirements applies to associate a time-stamp
token to its related data.

The present document defines a standardized use of container forms to establish a common way for associating data
objects with advanced signatures or time-stamp tokens. Using a common container form and associated information
will enable a greater amount of interchange and interoperability among various signing and verification services.

Whilst ZIP [8] provides a basic container structure that can associate data objects and the signature(s) that apply to
them, there is a recognised need for additional structure and metadata about the association, for exampleto link a
particular signature with the data object to which it is applied. Other formats have already been specified for the use of
ZIP based structures to bind together a number of data objects with related metadata. Thisincludes OCF [7] (OEBPS
Container Format) which was originally designed for use by eBooks but has been adopted as the basis for other
containers including that used by ODF [9] (Open Document Format - Open Office) and UCF [i.1] (Universal Container
Format by Adobe Systems). The present document builds on this work specifically addressing the reguirements of
associating an advanced electronic signature with any type of data, independent of the needs of any particular document
or data type. The present document can be used for any type of virtual dossier typesthat collects together electronic
documents including those supported by OCF, ODF and UCF.

ETSI
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4.2 Main features of Associated Signature Containers

4.2.1 Basic container structure

The ASiC is adata container holding a set of data objects and associated signatures using the ZIP [8] format. The ZIP
format was chosen asiit is used by many popular container formats and it is natively supported by most operating
systems.

Any ASiC container has an internal structure including:
. aroot folder, for al the container content possibly including folders reflecting the content structure;
. aMETA-INF folder, in the root folder, for metadata about the content, including associated signatures.

The detached signatures are applied in away such that the integrity of the data is not broken when the signed objects are
extracted from the ZI P container. Hence, the signatures used in ASiC can be verified against the protected data objects
when outside the container structure (for example when placed in local storage).

4.2.2 Container types

The present document defines two types of containers.

Thefirst type (ASIC-S) is asimple container to associate one or more signatures with a single data object. The
signatures are carried in a single signature structure which may either be:

. asingle CAdES signature which may contain parallel signatures; each of them can further be individually
counter-signed; or

e  multiple XAdES signatures using the new structure defined in clause A.4; each of them can further be
individually counter-signed; or

e asngleTST.

The container contains only the data object and the signature or the time-stamp token that appliesto it, with an optional
mimetype. Parallel signatures are supported and it is possible to add at alater time additional signatures to the same data
object. The signed data object can itself be a container nested within the ASIC container.

The second is an extended container (ASIC-E) that contains multiple data objects. Each data object may be signed by
one or more signature structures carried in the container.

Each signature structure may be either:

. asingle CAdES signature which may contain parallel signatures; each of them can further be individually
counter-signed; or

e oneor more XAdES signatures using the new structure defined in A.4; each of them can further be
individually counter-signed; or

e asngleTST.
This second type of container is compatible with OCF, UCF and ODF formats.

Data objects are signed, together with some metadata and each signature is associated with all or some of the data
objectsin the container. It is possible to add signatures and data objects to an Extended ASiC and the additional
signatures can apply to the same or different set of data objects, without invalidating previously applied signatures.
Later signatures may sign signatures applied previously.

ASiC is based on Advances Signatures based on CAdES [1] or XAdES [2] formats or time-stamp tokens conformant
to[13].

NOTE 1. Future versions of the present document may support additional formats.

NOTE 2: The present document does not support storage of additional information that might be required for long
term verification of time-stamps; this issue can be covered by future versions of the present document.

ETSI
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All ASiC container types support parallel signatures.

4.3 Compliance with external specifications

The extended ASiC type can be used in away which is compatible with OCF, UCF and ODF. These containers define a
structure with metadata about its content.

The following are examples of data elements from these formats that can be used with ASIC:

. "mimetype" containing the mime type to identify the selected container type, conforming to relevant clausesin
the present document (supported by OCF, UCF and ODF).

"META-INF/container.xml" allowing to specify one or more root data objects to specify how to start
processing the container (mandatory in OCF, not allowed by ODF and not required by UCF).

. "META-INF/manifest.xml" additional metadata about container content - (allowed by OCF and UCF and
mandatory in ODF).

. "META-INF/metadata.xml” that can contain user defined metadata associated with data objects (allowed by
OCF and UCF not allowed by ODF).

. "META-INF/*signatures*.xml" that provide support to include one or more XML signatures, each one of them
applicable to some or al the data objects present in the ASiC container. Electronic signature is allowed by
OCF, ODF and UCF but with dlightly different syntaxes, all supported by the present document with specific
provisionsin clause 6.

These and other elements of the OCF, UCF and ODF formats may be combined within ASiC as appropriate, see
annex C for an informative cross reference of possible content in different containers.

5 Associated Signature Simple form

This clause defines the form of simple Associated Signature Containers ASiC-S that associates a single data object with
one or more detached signature(s) or asingle time-stamp token that appliesto it. This form supports the use of CAdES
or XAdES signatures as well as time-stamp tokens. The time-stamp token is a binary representation of
TimeStampToken as defined in RFC 3161 [3].

ASIC-Sis also applicable when the signed data object isitself a container, for example ZIP, OCF, ODF, UCF, or
another ASIC. In this case it associates the inner container with one or more signatures or a time-stamp token that
appliesto it. Examples of the use of ASIC-Sare given in clause B.1.

5.1 General Requirements for ASIC-S

The ZIP format [8] with the structure specified in clause 5.2.2 shall be used to bind the contained objectsinto asingle
container.

I mplementations may support ASIC-S for asingle form type (i.e. with at least one of CAdES or XAdES or
RFC 3161 [3] time-stamp token).

NOTE: Future versions of the present document may allow use of other signature formats.

5.2 Detailed format for ASIC-S

5.2.1 Media type identification
1) Fileextension: ".asics' should be used (".scs' is alowed for operating systems and/or file systems not

allowing more than 3 characters file extensions). In the case that the container content is to be handled
manually, the".zip" extension may be used.

ETSI



2)

3)

5.2.2

12 ETSI TS 102 918 V1.2.1 (2012-02)

Mime type: implementers may use "application/vnd.etsi.asic-stzip" to identify this format or may maintain
the original mimetype of the signed data object.

The comment field in the ZIP header may be used to identify the type of the data object within the container.
If thisfield is present, it should be set with "mimetype=" followed by the mime type of the data object held in
the signed data object.

Contents of the container

This container is built using the following internal structure:

1)

2)

An optional "mimetype", defined in clause A.1, containing the mime type as defined in clause 5.2.1 item 2. If
the container file extension does not imply use of ASiC then the "mimetype" shall be present and the first
option in clause 5.2.1 item 2 applies.

The signed data object in the root level of the container. It shall be the only data object present at the container
root level besides the eventual "mimetype" specified in item 1) above.

NOTE 1: The signed object can be itself a container, for example in one of the following formats: ZIP, ASIC, OCF,

3)

ODF or UCF.
The META-INF folder containing one of:

a) "timestamp.tst” containing a binary TimeStampToken as defined in RFC 3161 [3], calculated over the
entire binary content of the data object specified initem 2; or

b) "signature.p7s' containing the detached signature in CAdES format of the data object specified in item 2.
Multiple parallel signatures and countersignatures are allowed, provided they are all collected in the
same CAdES structure; or

c) "signatures.xml" containing the root element <asic:XAdESSignaturess asspecified in clause A.5,
containing one or more detached ds. Signature elements signing the whole data object specified in item 2
and conformant to XAdES. For ASiC-S ds:Reference shall be used to reference the data object in the
container and the rules specified in A.6 shall apply. In case referencing attributes (Id, URI or Type) are
not present in ds:Reference element then a reference to the signed content isimplied. Only standard
canonicalization transformation are allowed in ASIC-S.

NOTE 2: Inthe case of use of implied reference the party verifying the signature is aware of the application context

and the expected relation between the signed data object and the signature. Use of implied reference gives
greater flexibility for the application's use of ASIC in positioning the signature relative to the data. Use of
relative references requires the relative positioning to be maintained when data is extracted from the
container if signatures are still to be verifiable.

Other application specific information may be added in further metadata objects contained within the META-
INFO directory.

If atime-stamp token is applied to an ASIC-S containing a signed container, provided all the verification datais
correctly referenced in the time-stamped data object, it can extend the signature validity.
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Figures 1 to 5 illustrate examples for the content of the ASiC-S container.

mimetype application/vnd.etsi.asic-s+zip
dataobject.pdf An example signed object v
META-INF/ : :
. CAdES or XAdES detached Signature(s) 5
signature.p7s or . "
- or Time-stamp
signatures.xml or
timestamp.tst
Figure 1. ASIC-S structure applied to a plain data object

mimetype application/vnd.etsi.asic-s+zip

package.zip ]’:i|el_pdf | A sample document I

e

File2 gif e o
META-INF/

signature.p7s or CAdES or XAdES detached Signature(s)
signatures.xml or | or Time-stamp
timestamp.tst

‘trnsnananannst®

Figure 2: ASIC-S structure applied to a nested container

5.3 Mime type correlation check

If the "mimetype" is present conformant implementations shall check that it is consistent with provisionsin clause 5.2.1
item 2 and clause 5.2.2 item 1.

6 Associated Signhature Extended form

The Extended ASIC container types support one or more signatures and time-stamp tokens each applicable to its own
set of one or more data objects. Each data object can have associated additional information and metadata that can also
be protected by any of the signature(s) present in the container. The container packages all the mentioned elements. The
container can be designed to prevent any further modification or allowing that additional data objects and signatures can
beincluded at alater time to the container without breaking the previous signatures.

Two Extended ASiC structures are defined:

1) Associated Signature Container Extended form using XAdES: the data objects are associated with signatures
in XAdES format.

2) Associated Signature Container Extended form using CAdES or Time-Stamp Tokens: the data objects are
associated with signaturesin CAdES format or with Time Stamp Tokens.
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All ASiC types alow container nesting (with inner containers being themselves ASIC or any type of container)
alowing arbitrary complex hierarchies to be represented.

The clausesin this section specify Extended ASiC structures. Clauses 7.2.1, 7.2.2 and 7.2.3 refer to specific clauses and
itemsin this section that implementations claiming conformance to each ASiC form shall conform to. When using
ASIC with an external specification, applicable clauses and items that implementations shall conform to are specified in
clause 7.2.4.

6.1 General Requirement of ASIC-E

The ZIP format [8] shall be used to bind the contained objects into a single container.

I mplementations may support just the ASIC-E for asingle form type (i.e. with at least one of CAdES, time-stamp token
or XAdES); seeclauses 7.2.1, 7.2.2 and 7.2.3 for more details.

6.2 Detailed format for ASIC-E with XAdES

The structure specified in clause 6.2.2 shall be used to build the container.

One or more signatures can be present in this form type. Each signature can contain an arbitrary number of ds.Signature
elements, each signing an arbitrary set of data objects within the container that shall be referenced according to rules
defined in clauses A.6 and 6.2.4.

6.2.1 Media type identification

1) Fileextension: ".asice” should be used (".sce" is alowed for operating systems and/or file systems not
alowing more than 3 characters file extensions).

2)  Mimetype: "application/vnd.etsi.asic-e+zip" mime type should be used to identify the format of this
container.

3) Thecomment field in the ZIP header may be used to identify the type of content within the container. If this
field is present, it should be set with "mimetype=" followed by the mime type defined above.

6.2.2 Contents of Container

Signatures associated to data objects are based on XAdES signatures. Clauses A.6 and 6.2.4 specify the rules on
referencing signed data objects.

This container isin zip format with the content and internal structure defined as follows:

1) Anoptional "mimetype", defined in clause A.1, containing the mime type as defined in clause 6.2.1, item 2. If
the container file extension does not imply use of a supported container format then the "mimetype" shall be
present.

2)  Oneor more"META-INF/*signatures*.xml" shall be present containing one or more XAdES signatures
conforming to TS 101 903 [2] as specified in the following item. Signed data objects may either be directly
referenced by each signature with a set of <ds : References> elements or may be indirectly referenced using a
<ds:Manifest> object that is pointed by a <ds :References, following the rules specified in clause 6.2.4.

3) Theroot element of each "META-INF/*signatures*.xml" content shall be either:
a) <asic:XAdESSignatures> asgpecifiedin clause A.5, the recommended format; or

b) <document-signaturess asspecified in OASIS Open Document Format [9]; or
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C) <signatures> asspecified in OEBPS Container Format (OCF) [7].
All the root elementsinside the signature filesin a given container shall be the same.
NOTE 1: Asspecified in clause A.4 and in OCF [7] and ODF [9], in either case the child elements of the root
element are one or more <ds:Signature> sibling elements as specified in W3C recommendation: "XML
Signature Syntax and Processing” [10].
4)  Other application specific information may be added in further files contained within the META-INF
directory, such as:

"META-INF/container.xml" if present shall be well formed XML conformant to OEBPS Container
Format (OCF) [7] specifications. It shall identify the MIME type and full path of all the root data objects

in the container, as specified in OCF.
b) "META-INF/manifest.xml" if present shall be well formed XML conformant to OASIS Open Document
Format [9] specifications.

a)

NOTE 2: according to ODF [9] specifications, inclusion of reference to other META-INF information, such as
META-INF/*signatures*.xml, in manifest.xml is optional. In thisway it is possible to protect the
container’s content signing manifest.xml while allowing to add later signatures.

"META-INF/metadata.xml" has a user defined content. If present, its content shall be well formed XML

0)
conformant to OEBPS Container Format (OCF) [7] specifications.

6.2.3 ASIC-E with XAdES example (informative)

In figure 3 isrepresented atypical structure for this container where the XMLDSig [10] element ds:Reference is used
directly to reference the signed objects. Implementers are advised that use of ds:Manifest requires specia attention and

specific requirements are given in clause 6.2.4.

mimetype application/vnd.etsi.asic-e+zip
file1 xml =document= .. </document= o,
-
.
file2.gif e €,
.
> .
META-INF s
. "; <ocf:container= ..... </ocf:container> 1--:0 :.
containerxmi Gl
Ld *
<asic:XAdESSignatures> O O :'
<ds:Signature ..> OB
META-INF/ <ds:Signedinfo> o '..' 5
. . s . o -
signature.xml <ds:Reference URI ffle‘l.xfnlh..{[.)lgest...:h.. o o
<ds:Reference URI=file2.gif>...<Digest...>... * ol
<ds:Reference URI=container.xml>..<Digest...>.}

Figure 3: ASiC-E with XAdES and direct ds:reference usage

6.2.4  XAdES use in ASIC-E with XAdES
For ASiC-E used with XAdES the rules specified in clause A.6 shall apply.

To reference the signed data objects ds:Reference should be used in preference to ds:Manifest.
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In the case that ds:Manifest element is used the following restrictions shall apply:

1) Theds:Manifest containing ds:Reference elements referencing the signed data objects shall be signed
(i.e. shall be referenced within ds:Signedinfo element and its contents contribute to the ds:SignatureValue
content).

2) Theds:Manifest elements shall not reference other ds:Manifest elements within a ds.Signature (i.e. direct
chaining of ds:Manifest is not allowed).

3) Applications claiming compliance with the present document, shall raise a warning whenever adigest value
mismatch is detected within any ds:Manifest's ds:Reference child (i.e. the digest computed over the referenced
data object and the ds:DigestV alue within this ds:Reference do not match), even if the cryptographic
verification of the ds:Signedinfo succeeds (i.e. if the signature value computed by the verifying application
actually matches ds:SignatureV alue's content).

4)  For referencing the ds:Manifest element from the ds:Reference element in the corresponding signature an Id
attribute should be used.

The process for the verification of the ds:Manifest is outside the scope of the present document.

6.3 Detailed format for ASIC-E with CAJES and Time Stamp
Tokens
The ASiC-E form can be used to apply CAdES signatures and time-stamp tokens to a set of data objects.

Each CAdES signature allows presence of parallel signatures and countersignatures.

6.3.1 Media type identification

1) Fileextension: ".asice" should be used (".sce" is alowed for operating systems and/or file systems not
allowing more than 3 characters file extensions).

2) Mimetype "application/vnd.etsi.asic-e+zip" mime type should be used to identify the format of this container.
3) Thecomment field in the ZIP header may be used to identify the type of content within the container. If this
field is present, it should be set with "mimetype=" followed by the mime type defined above.
6.3.2 Contents of Container
This container isin zip format with the content and internal structure defined as follows:

1) Anoptiona "mimetype" containing the mime type defined in clause 6.3.1, see clause A.1 for requirements on
encoding mimetype.

2)  Any number of data objects that can be digitally signed arbitrarily structured in folders.
3) Atleast one"META-INF/ASICManifest*.xml", with the content specified in clause A.4, shall be present.

4)  For each "META-INF/ASICManifest* . xml" atime-stamp token or a signature that appliesto it shall be
present named as follows:

a) "META-INF/*signature*.p7s’ containing a CAdES signature conforming to TS 101 733 [1]; or
b) "META/INF/*timestamp*.tst" containing a binary TimeStampToken as defined in RFC 3161 [3].

I mplementations claiming conformance to ASiC-E with CAdES, according to clause 7.2.2, and/or time-stamp token,
according to clause 7.2.3, shall:

1) verify the signature or time-stamp, as applicable;

2) verify that the content signed or time-stamped conforms to clause A.4;
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3) raisean error whenever adigest value mismatch is detected within any ds:DigestVauein
asic:DataObjectReference and the digest computed over the referenced data object, even if the cryptographic
verification of the signature or time-stamp token succeeds.

NOTE 1: Users verifying this container type using a CAdES implementation not aware of ASIC specific rules are
warned that any data objects referenced by the signed data may not be checked.

NOTE 2: In order to enable use of existing CMS/CAJES implementations as the basis for ASIC, no specific
contentl nfo Object Identifier has been defined to identify the specific type of object being signed.

Figure 4 shows an example for the content of the ASiC-E where a CAdES signature is applied to a set of data objects.

mimetype application/vnd.etsi.asic-e+zip

filel.pdf ’ An example document |<.._.
file2.gif [ PN #__‘
METAINF/ <ASiCManifests.......

<SigReference URI="META-INF/signature.p7s...>
or
<SigReference URI="META-INF/timestamp.tst...>

ASiCManifest.xml

1
"rrgarnnmanunt
.

-’

!...

-

<DataObjectReference>URI=filel.pdf.. <Digest. >%’
<DataObjectReference=URI=file2.gif..<Digest..>an s -*

META-INF/
signature.p7s or
timestamp.tst

-
e \d
T T T T T T T LA

CAdES detached Signature(s) or RFC 3161
Time-stamp token applied to ASiC Manifest.xml

A

Figure 4: ASiC-E with CAdES signature

This container format allows the application of different CAdES signatures and/or time-stamp tokens to different set of
data objects, as shown in figure 5.
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mimetype application/vnd.etsi.asic-e+zip

file1.xml <document> ... <fdocument> b
file2.png e -y -, :
file3.pdf i =B An axample documant ‘ -

L)

<ASiCManifest>
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.

<ASICManifests. .
.= <SigReference URI="META-INF/sign ature2 p7s..>

‘.llll'lllIl CLLTT T

b

METAINF/ASiCManifest2.xml

.
P
.
.
A
=)
o
=
o
Q
=
@
(]
a
0
@
-
@
14
@
pm
(n]
@
v
=
Y
n
=
o)
[0
k=
=
2
‘A
v
(=
@
(3]
bl
v

=.<DataObjectReference=UR|= file3 pdf. . <Digest.>. .

CAdES detached Signature(s) ‘__,.'

META-INF/signature1.p7s
appliedto ASiCManifest1 .xml

‘.|l1ll.lIlllIl-...
.

s CAdES detached Signature(s)
META-INF/signature2.p7s appliedto ASiCManifest2.xml

v

Figure 5: ASiC-E with CAdES containing different signatures

6.4 Mime type correlation check

If the "mimetype" is present conformant implementations shall check that it is consistent with clause 6.2.1 item 2 and
clause 6.2.2 item 1. Also, if the META-INF includes manifest objects containing the mimetype of the object referenced
(e.g. ASiCManifest* .xml) implementations shall check that thisis coherent with the object referenced.

7 Conformance requirements

The present clause specifies conformance requirements for the generation and/or verification of the Associated
Signature Containers specified in the present document.

An implementation can claim conformance to ASiC if it supports at |east one of the following Conformance Clauses.
Conformance to any set of the following Conformance Clauses may be claimed and explicit reference to those
supported may be used to profile specific interoperabl e implementations.

7.1 ASIC-S conformance

I mplementations claiming conformance to ASiC-S shall meet the requirements of the present document for generating
and/or verifying Simple Associated Signature Type (ASiC-S) as specified in one or more of the following clauses.

7.1.1 ASIC-S CAdES Conformance Clause

I mplementations claiming conformance to this clause shall meet the requirements specified in clauses 5.1, 5.2.1 and
shall5.2.2items 1, 2 and 3b. A verifying implementation shall support clause 5.3.

7.1.2 ASIC-S XAdES Conformance Clause

Applications claiming conformance to this clause shall meet the requirements specified in clauses 5.1, 5.2.1 and 5.2.2
items 1, 2 and 3c. A verifying implementation shall support clause 5.3.
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7.1.3 ASIC-S Time-stamp token Conformance Clause

I mplementations claiming conformance to this clause shall meet the requirements specified in clauses 5.1, 5.2.1 and
5.2.2items1, 2 and 3a. A verifying implementation shall support clause 5.3.

7.2 ASIC-E conformance

I mplementations claiming conformance to ASIC-E shall meet the requirements specified in the present document for
generating and/or verifying Extended Associated Signature Type (ASIC-E) asfollows.

7.2.1 ASIC-E XAdES Conformance Clause

I mplementations claiming conformance to this clause shall meet the requirements specified in clauses 6.1, 6.2.1 and
6.2.2. Furthermore, the implementation shall support:

. At least one of the mediatype identification specified in clause 6.2.1 and both items 1 and 2 should be
supported.

e  Atleast one of the content specified in clause 6.2.2 item 4a or 4b.

A verifying implementation, shall support clause 6.4.

7.2.2 ASIC-E CAdES Conformance Clause

I mplementations claiming conformance to this clause shall meet the requirements specified in clauses 6.1, 6.3.1 and
6.3.2 (excluded item 4b unless conformance to ASIC-E Time-stamp is also claimed). If a verifying implementation, it
shall support clause 6.4. Furthermore, the implementation shall support at least one of the media type identification
specified in clause 6.3.1 items 1 and 2 and should support both.

7.2.3 ASIC-E Time-stamp token Conformance Clause

I mplementations claiming conformance to this clause shall meet the requirements specified in clauses 6.1, 6.3.1 and
6.3.2 (excluded item 4a unless conformance to ASIC-E CAdES is also claimed). If a verifying implementation, it shall
support clause 6.4. Furthermore, the implementation shall support at least one of the media type identification specified
in clause 6.3.1 items 1 and 2 and should support both.

7.2.4 ASIC-E other container Conformance Clause

I mplementations claiming conformance to this clause are expected to claim conformance also to an external contai ner
technical specification or standard. In addition, such implementations shall support the clauses 6.1 and 6.2.2 items 2
and 3, that shall have precedence over the external specification requirements.

Additional requirements specified in clause 6 apply if not in contradiction with the external specification.
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Annex A (normative):
ASIC metadata specification and data naming and
referencing

This annex contains the definition of ASIC specific content or additional specification for metadata already defined in
other container formats and specify data objects and metadata naming and referencing rules.

A.l  Mimetype

The "mimetype" object, when stored in a ZIP, file can be used to support operating systems that rely on some content in
specific positionsin afile (the so called "magic number” as described in RFC 4288 [11] in order to select the specific
application that can load and elaborate the file content. The following restrictions apply to the mimetype to support this
feature:

J it hasto be the first in the archive;

e itcannot contain "Extrafields' (i.e. extrafield length at offset 28 shall be zero);
. it cannot be compressed (i.e. compression method at offset 8 shall be zero);

e thefirst 4 octets shall have the hex values: "50 4B 03 04".

An application can ascertain if this feature is used by checking if the string "mimetype" is found starting at offset 30. In
this case it can be assumed that a string representing the container mime type is present starting at offset 38; the length
of this string is contained in the 4 octets starting at offset 18.

All multi-octets values are little-endian.

The "mimetype" shall NOT be compressed or encrypted inside the ZIP file.

A.2  MIME registrations

The following MIME-Types and file-extensions are used in the present document:

NOTE: At thetime of publication the MIME-Types are undergoing registration procedure with IANA and users
are advised to make their own checks for completion of these formalities (the list of Directories of
Content Types and Subtypes can be found here: http://www.iana.org/assignments/media-

types/application/).

MIME mediatype name:  Application.
MIME subtype name: vnd.etsi.asic-stzip.
Required parameters: none.

encoding considerations:
File extension:

MIME mediatype name:
MIME subtype name:
Required parameters:
encoding considerations:
File extension:

MIME mediatype name:
MIME subtype name:
Required parameters:
encoding considerations:
File extension:

will be none for 8-bit transports and base64 for SMTP or other 7-bit transports.
asicsor scs.

Application.

vnd.etsi.asic-et+zip.

none.

will be none for 8-bit transports and base64 for SMTP or other 7-bit transports.
asice or sce.

Application.

vnd.etsi.timestamp-token.

none.

will be none for 8-bit transports and base64 for SMTP or other 7-bit transports.
tst.
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Security considerations.  The data objects carried in ASiC container may contain malicious code and hence
unless the source is trusted the usual protection against malware and viruses should be

applied.
Published specification: The ASiC formats as defined in the present document.

A.3 ASIC XML Schema

The following namespace declarations apply for the XML Schema definitions throughout the present document

<?xml version="1.0" encoding="UTF-8"7?>
<xsd:schema
targetNamespace="http://uri.etsi.org/02918/v1.1.1#"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns="http://uri.etsi.org/02918/v1.1.1#"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified"
attributeFormDefault="unqualified">
<xsd:import
namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemaloocation="http://www.w3.0rg/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema.xsd"/>

This XML Schema shown in the present annex is held in the file ts 102918v010201p0.zip attached to the present
document as a normative part.

The hash valuesfor thisfile are:
MD-5: 43:1a:89:d8:ca:12:d1:f4:ah:34:8e:98:58:21:8a:f1
SHA-1: 39:¢6:2f:e8:26:a8:1f:d9:57:ab:€5:10:10:9d:55:41:d6:5d:64:5¢
SHA-256: aa:64:2c:60:8d:40:44:15:81:23:0a:0a:d9:b0:85:72:d8:93:03:82:d3:2b:10:¢c4:77:81:f5:b4:83:37:c1:bf

The following clauses describe the content of this XML Schema.

A.4  ASiCManifest content

ASiCManifest content is conformant to the ASIC XML Schema. Here follows an extract of this schema, relevant to
ASiCManifest:

<xsd:element name="ASiCManifest" type="ASiCManifestType">
<xsd:annotation>
<xsd:documentation>Schema for ASiC-E with CAdES and/or Time-Stamp tokens, specifying
content for ASiCManifest.xml</xsd:documentations>
</xsd:annotation>
</xsd:element>
<xsd:complexType name="ASiCManifestType">
<xsd:sequence>
<xsd:element ref="SigReference"/>
<xsd:element ref="DataObjectReference" maxOccurs="unbounded"/>
<xsd:element name="ASiCManifestExtensions" type="ExtensionsListType" minOccurs="0"/>
</xsd:sequences>
</xsd:complexType>
<xsd:element name="SigReference" type="SigReferenceType"/>
<xsd:complexType name="SigReferenceType">
<xsd:attribute name="URI" type="xsd:anyURI" use="required"/>
<xsd:attribute name="MimeType" type="xsd:string" use="optional"/>
</xsd:complexType>
<xsd:element name="DataObjectReference" type="DataObjectReferenceType"/>
<xsd:complexType name="DataObjectReferenceType">
<xsd:sequence>
<xsd:element ref="ds:DigestMethod"/>
<xsd:element ref="ds:DigestValue"/>
<xsd:element name="DataObjectReferenceExtensions" type="ExtensionsListType" minOccurs="0"/>
</xsd:sequences>
<xsd:attribute name="URI" type="xsd:anyURI" use="required" />
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<xsd:attribute name="MimeType" type="xsd:string" use="optional" />
<xsd:attribute name="Rootfile" type="xsd:boolean" use="optional" />
</xsd:complexType>
<xsd:complexType name="AnyType" mixed="true"s>
<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:any processContents="lax"/>
</xsd:sequences
</xsd:complexType>
<xsd:element name="Extension" type="ExtensionType"/>
<xsd:complexType name="ExtensionType">
<xsd:complexContent>
<xsd:extension base="AnyType">
<xsd:attribute name="Critical" type="xsd:boolean" use="required"/>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="ExtensionsListType">
<xsd:sequence>
<xsd:element ref="Extension" maxOccurs="unbounded"/>

</xsd:sequences>
</xsd:complexType>

Here follows the description of al the xml tags defined in this schema:

. ASiCManifest : root element. It defines, with all the elementsit includes, the content of ASICManifest.xml
metadata used in ASIC-E with CAdES and/or Time-Stamp tokens. It contains one element sigrReference
and one or more DataObjectReference. Additional Extension elements can be added inside in the
optional AsiCManifestExtensions element to extend the semantic at the root schemalevel.

. SigReference: thiselement contains an urRT element pointing to the CAdES signature or the time-stamp
token that appliesto the ASiICManifest.xml metadata and the related MimeType .

e DataObjectReference: thiselement containsan URI, aMimeType and an optional Rootfile, referencing
respectively a data object, its MIME type a Boolean Rootfile attribute that, if present and set to "true" specify
itisaroot file with same meaning specified by OCF clause 3.5.1; this element contains ds : DigestMethod
and ds : DigestVvalue Set with the digest algorithm and the related HASH value calculated on the data object.
ThereisabataoObjectReference element for each data object referenced by ASICManifest. Other
Extension elements can be added in the optional bataObjectReferenceExtensions element to extend
the semantic associated to each data object referenced by this schema.

. Extension: thiselement can contain an arbitrary content, provided it is well formed XML, that can be used
to extend the semantic of this schema.

Theds:DigestMethod andds:DigestValue elementsare defined in XMLDig.

A.5 XAdESSignatures content

XAdESSignaturesis an XML schemato include any number of ds.Signature elementsin asingle valid XML data and
can be also used outside the context of the present document for the same purpose.

XAdJESSignatures content is conformant to the ASIC XML schema attached to the present document as specified in
clause A.3 and here follows an extract, relevant to X AJESSignature:

<xsd:element name="XAdESSignatures" type="XAdESSignaturesType">
<xsd:annotations>
<xsd:documentation>Schema for parallel detached XAdES Signatures </xsd:documentations
</xsd:annotation>
</xsd:element>
<xsd:complexType name="XAdESSignaturesType">
<xsd:sequence>
<xsd:element ref="ds:Signature" maxOccurs="unbounded"/>
</xsd:sequences>
</xsd:complexType>
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The root element xAdESSignatures contains one or more ds : Signature elements containing each a detached
signature conformant to X AdES.

A.6  Naming and referencing data within ASIC

ZIP format specification [8] defines a cross-platform file storage and transfer format. In the present document the terms
"data object” or "metadata’ indicate information stored in the container using the ZIP format without assuming any
particular data storage technology.

Data objects and metadata can be hierarchically structured in folders as allowed by filesin the ZIP format.

Valid data object and metadata naming shall comply with the ZIP specification [8] and any applicable specific
container specification the implementation claims to be compliant with. In this document the character "*" used to
indicate an arbitrary character string of any length, including zero, chosen by the specific implementation to compose a
valid file name.

EXAMPLE: "xxxx/yyyy*.ext" indicates a data object in the "xxxx" folder whose name begins with "yyyy"
followed by any allowed character and terminating with ".ext". Possible values that comply with
this example are "xxxx/yyyy.ext" or "xxxx/yyyy-1234.ext".

In ASIC containers signed data objects are referenced using ASiCManifest (defined in clause A.4) for ASIC-E with
CAdES and according to clauses 5.2.2 item 3c for ASIC-S using XAdES and clause 6.2.4 for ASIC-E with XAdES.

The following rules shall apply to these references, expressed as URIs (as defined in [12]):

1) Reference to data objects within the container shall be relative URIs. A specific behaviour is defined for
relative URIsin the context of an ASIC container metadata, stored inthe "META-INF" folder, as allowed by
clause 5.1.4 of [12]:

a) Whentherelative URI contains an absolute path, it is resolved relative to the container root directory.

b) Whentherelative URI contains arelative path, it isresolved using the root directory as the base URI, not
taking into account the "META-INF" folder where signature metadata are stored.

2) Reference to data objects outside the container shall not be allowed.

ASIC signatures are located in META-INF directory. According to these rules, references to data objectsinternal to the
container are relative to the root folder: for example, to reference a data object named "document.xml" in the root
directory, correct references are "document.xml” or "/document.xml".

When an ASiC-E container implementation claims compliance to an external technical specification or standard
(according to clause 7.2.3) that define different referencing rules, they shall prevail.

NOTE: For referencing data objects for different purposes that electronically signing them, implementers are
encouraged to use the same rules defined in this clause (considering that rule in item 2b can be extended
to any metadata contained in the META-INF directory) when applications do not have specific
requirements to implement different rules. These rules, in fact, are mostly compatible with the rules
defined in OCF, UCF and ODF.
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Annex B (informative):
Example Application to Specific File Formats

Examples of the application of the present document to use case are described in this annex.
Thisincludes:

. ASIC-S: use casesto associate to a single data object, that itself can be a container, one or more detached
signatures or a time-stamp token that appliesto it and to combine them in a container.

. ASIC-E with XAdES: use cases to have one or more X AdES signatures each applicable to a set of data
objects. Additional metadata, applicable to data object, can also be protected by signature.

e  ASIC-E with CAdES: use cases, same as the use cases above, but applying CAdES signatures or time
stamping to a set of data objects.

B.1 Examples of ASIC-S

A very common requirement is to hold together a single document with its detached digital signature or its document
time-stamp. This exampleis for a PDF document with a CAdES signature. The equivalent structure may be applied to
any form of single document or data format including XML, spreadsheet, TIFF, graphic, video. Similarly, the ASIC-S
structure can use other form of signature or time-stamp token including XAdES and RFC 3161 [3] time-stamp token.

ASIC-S offers a standardized solution suitable for any use case where one or more signatures, or time-stamp tokens are
applied to a single data object.

B.1.1 PDF document Associated with CAdES Signature
This use case proposes a way to associate a PDF document with an advanced signature that appliesto it.
The following data objects are put in the container:

. "mimetype", containing "application/vnd.etsi.asic-st+zip".

e  "filel.pdf", containing the PDF document to be signed.

. "IMETA-INF/signatures.p7s’ containing the CAdES signature created from the hash value of filel.pdf.

B.1.2 Simple document time stamp

If there is the need to associate a time-stamp token with a data object to which the time-stamp token applies, the
following data objects are put in the container:

. "mimetype", containing "application/vnd.etsi.asic-st+zip".
. "filel.pdf", containing the PDF document time-stamped.

. "IMETA-INF/timestamp.tst" containing the RFC 3161 [3] time-stamp created from the hash value of filel.pdf.

B.1.3 Signature of a ZIP file

A possible variant of the example given above is where several documents, in the same or different formats, are all to be
signed with the same signature or time-stamp token. In this example, a CAdES signature is used. The same basic
structure can be used with a XAdES signature or time-stamp token.
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A set of documents to be signed are placed together in a ZIP file named "inner-container.zip". For example:
o "filel.pdf", containing a PDF document.
. "file2.xml", containing XML data.
. "picture3.png" containing a graphical object.
Thisis placed in an outer container "outer-container.zip” asfollows:
. "mimetype", containing "application/vnd.etsi.asic-st+zip”.
e  "inner-container.zip", with the container to be signed.

. "IMETA-INF/signatures.p7s’ containing the CAdES signature created from the hash val ue of
inner-contai ner.pdf.

B.2 Example of ASIiC-E with XAdES

In this example more than one document or data object has to be signed with a XAdES signature.
In this example, two XML documents are signed and placed in a container.
The container is produced in a ZIP that includes:

. "mimetype", containing "application/vnd.etsi.asic-e+zip".

e "filel.xml", containing the first XML document.

. "file2.xml", containing second XML document.

. "/IMETA-INF/signatures.xml" containing two signatures, the first signing filel.xml and file2.xml and the
second signing only filel.xml, as described below.

META-INF/signatures.xml

<?xml version="1.0" encoding="UTF-8"?>
<asic: XAdESSignatures
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:asic="http://uri.etsi.org/02918/v1.1.1#"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xades="http://uri.etsi.org/01903/v1.3.2#">
<ds:Signature>
<l-- .. -->
<ds:Reference URI="filel.xml">
<l-=- .. =-=>
</ds:Reference>
<l-- .. -=->
<ds:Reference URI="file2.xml">
<l-=- ... =-=->
</ds:Reference>
<l-- ... -=->
</ds:Signature>
<ds:Signature>
<l-- ... -=->
<ds:Reference URI="filel.xml">
<l-- ... =-=->
</ds:References>
<l-- .. -->
<l-- .. -->
</ds:Signatures>
</asic:XAdESSignatures>
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B.3 Example of ASIiC-E with CAJES

In this example more than one document or other type of data object is to be signed with a CAdES signature and
time-stamped. In this case, adifferent set of documents are to be protected by the time-stamp token from those that are
signed. Many examples exist with a number of signatures/time-stamp tokens protected different data objects, for
example when documents progress through a workflow.

In this example, two XML documents are signed and placed in a container. Subsequently, PDF transforms of the two
XML documents are produced and to bind them to the XML documents both the XML documents and the PDF
documents are time-stamped.

Thefirst version of the container is produced in a ZIP file containing:

. "mimetype", containing "application/vnd.etsi.asic-e+zip".

. "filel.xml", containing the first XML document.

e "file2.xml", containing second XML document.

. "IMETA-INF/ASiCmanifestl.xml" containing the hash of filel.xml and file2.xml.

. "IMETA-INF/signaturesl.p7s" containing the CAdES signature of "/META-INF/asicmanifestl.xml.
Subsequently the container is updated and the ZIP file is updated to contain (added content in bold):

. "filel.xml", containing the first XML document.

e "file2.xml", containing second XML document.

. "filel.pdf", containing the first document in PDF.

. "file2.pdf", containing the second document in PDF.

. "IMETA-INF/ASiCmanifestl.xml" containing the hash of filel.xml and file2.xml.

. "IMETA-INF/signature.p7s’ containing the CAJES signature of "/META-INF/asicmanifestl.xml.

. "IMETA-INF/ASICmanifest2.xml" containing the hash of filel.xml, file2.xml aswell asfilel.pdf,
file2.pdf.

e "/META-INF/timestamp.tst" containing the time-stamp token applied to"/META-
INF/ASICmanifest2.xml.

META-INF/ASiCmanifestl.xml

<?xml version="1.0" encoding="UTF-8"7?>
<asic:ASiCManifest
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:asic="http://uri.etsi.org/02918/v1.1.1#"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" >
<asic:SigReference URI="META-INF/signature.p7s"
MimeType="application/x-pkcs7-signature"/>
<asic:DataObjectReference URI="DOCUMENTS/filel.xml" MimeType="application/xml">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#sha256"/>
<ds:DigestValue>3j61wx3SAvKTMUP4NbeZl</ds:DigestValue>
</asic:DataObjectReference>
<asic:DataObjectReference URI="DOCUMENTS/file2.xml" MimeType="application/xml">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#sha256"/>
<ds:DigestValue>h3isbr37GE6Ek2wa</ds:DigestValue>
</asic:DataObjectReferences>
</asic:ASiCManifest>
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META-INF/asicmanifest2.xml:

<?xml version="1.0" encoding="UTF-8"7?>
<asic:ASiCManifest
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:asic="http://uri.etsi.org/02918/v1.1.1#"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" >
<asic:SigReference URI="META-INF/timestamp.tst"
MimeType="application/vnd.etsi.timestamp-token"/>
<asic:DataObjectReference URI="DOCUMENTS/filel.xml" MimeType="application/xml">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#sha256"/>
<ds:DigestValue>3j61wx3SAvKTMUP4NbeZl</ds:DigestValue>
</asic:DataObjectReferences>
<asic:DataObjectReference URI="DOCUMENTS/file2.xml" MimeType="application/xml">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#sha256"/>
<ds:DigestValue>h3isbr37GE6Ek2wauT7J</ds:DigestValue>
</asic:DataObjectReference>
<asic:DataObjectReference URI="DOCUMENTS/filel.pdf" MimeType="application/pdf"s>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#sha256"/>
<ds:DigestValue>7GE6Ek3SAVKT31srvEPO</ds:DigestValues>
</asic:DataObjectReferences>
<asic:DataObjectReference URI="DOCUMENTS/file2.pdf" MimeType="application/pdf"s>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#sha256"/>
<ds:DigestValue>br37GTMU3SAVKT3sbr3I</ds:DigestValue>
</asic:DataObjectReferences>
</asic:ASiCManifest>
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Annex C (informative):
Container metadata information cross reference

Specification of container formats define a data object structure with metadata about its content, as referenced in

clause 4.2.1.

The elements of the OCF, UCF and ODF formats may be combined for use within ASiC as appropriate.

Table C.1 summarizes and compares the different metadata that can be present in each container.

Table C.1: Container content comparison

Container type | ASIiC-E with XAdES OCF ODF UCF

Metadata in the
container
Mimetype Optional - The Optional. If present Optional. If present is |Optional

present document the content is: set to the media type

defines specific application/epub+zip |associated to the

media types as defined in OpenDocument

OCF [7]. content carried by the
container

META-INF/manifest.xml Optional Optional Mandatory Optional
META-INF/metadata.xml  |Optional Optional Not present Optional
META-INF/container.xml _ |Optional Mandatory Not present Optional
META-INF/ At least one Optional; a single file |Any file in META-INF |Optional; a single file

*signatures*.xml

signature is present

is allowed with name
"signatures.xml™"

containing
"signatures”

is allowed with name
"signatures.xml"
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